
Private Cloud Design:
Delivering Better Quality, More 
Agility, and Lower Risk
IT organizations are rethinking their early cloud strategies. They need to prioritize 
requirements of the business and internal customers/  users  in  order  to  “right-size” 
their approach. we review often-observed cloud challenges while outlining five fundamentals 
of sound cloud services design for data management.



CONTENTS

A CLOUDY CONSENSUS / 3

INTERNAL CHALLENGES WHEN SELECTING A CLOUD / 4

SERVICE DESIGN LED APPROACH TO CLOUD / 5

ONE: SERVICE STRATEGY / 6

TWO: SERVICE DESIGN / 6

THREE: SERVICE TRANSITION / 6

FOUR: SERVICE OPERATIONS / 7

FIVE: CONTINUAL SERVICE IMPROVEMENT / 7

THE CLOUD SERVICES CATALOG / 7

WHICH CLOUD PUBLIC, PRIVATE, HYBRID? / 7

DEVELOPING THE RIGHT CLOUD DESIGN / 8



A CLOUDY CONSENSUS

It should come as no surprise that cloud computing is having a substantial 
impact on businesses and the IT organizations that support them. Our 
research1 of IT executives in June 2014 indicates that “the cloud” already 
consumes nearly 45 percent of the average IT budget and it will increase 
to nearly 60 percent in only two more years. See Figure 1 below. 

Figure 1 – Current IT Budget Allocation by Environment 

Depending on who you talk to in your organization, from the CIO, the CMO, 
a Line of Business (LOB) owner, or even IT staff, “the cloud” is described 
differently; making it hard to achieve consensus and even more difficult to 
deploy. When a common cloud definition isn’t articulated clearly in an 
organization, it becomes extremely challenging to design, deploy and 
operate successfully. Therefore it is critical that all stakeholders, both 
business and technology focused, are in agreement about cloud implemen- 
tations and what appropriate outcomes will look like through time. 
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1   Commvault CIO QuickPoll research fielded online by IDG Research Services, June 24- 30, 2014. n=58 respondents, self-selected from IDG’s 
Network World audience. No direct incentive was offered for their participation. Respondent title required to be Director or higher and work 
for a n enterprise with 1,000+ employees.

“Putting customers first 
and measuring success 
are fundamental aspects 
of following a service-
led approach for cloud 
development aligned to 
business needs.”
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“Private cloud requires 
significant focus on 
process and organizational 
transformation challenges- 
technology is not a key 
inhibitor.”
 
THOMAS J. BITTMAN
Private Cloud Matures, Hybrid Coud is Next, 
Gartner, Sept 6, 2013

INTERNAL CHALLENGES WHEN SELECTING 
A CLOUD 
 
With all the ambiguity in defining cloud and in developing common 
success factors for the cloud, it is not surprising that IT leaders have 
many concerns about implementing cloud designs. Figure 2, below is also 
based on our June 2014 survey2 and shows that IT executives’ biggest 
concerns about private clouds are total cost and the integration with 
public cloud and traditional approaches. However, the responses highlight 
several other significant, but addressable, concerns with successful 
private cloud delivery. 

Figure 2 – “Most Concerning” Aspects of Private Cloud Services 

Commvault has been trusted by many clients to provide strategic advice 
about their plans for cloud development and implementation. Through 
these interactions, we have first-hand experience with the challenges of 
cloud service design. Our observations, shown in Table 1 on the following 
page, correlate well with the survey responses of Figure 2. For example, 
executives’ top survey response about total cost is reflected in our 
observation that IT organizations tend to prioritize hard costs over the 
expected value of a solution. Savings from process improvements and 
especially incremental revenue generating potential is discounted as too 
uncertain.

The confirmation is also reflected in concerns about the skills of their in-
house staff. We regularly hear executives claim that their staff is simply 
stretched too thin and that they have little time to educate themselves 
adequately about cloud technology, much less about the organizational, 
procedural, and business alternatives involved with the cloud decision 
process.
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Observed 
Concern or
Challenge

Description Impact

Staff Experience • IT managers and staff are 
typically exceptional at operating 
and maintaining a traditional IT 
environment.

• Ill-equipped to conduct adequate 
due- diligence for developing an 
informed cloud decisions on vendor 
knowledge, architecture, process, 
and procedures

• Sub-optimal cloud strategies, design, 
implementations.

• Ongoing operations do not meet 
executive expectations.

Priority on 
Price Over Value

• Over the years, many IT 
professionals have been 
conditioned to show the lowest TCO 
or how a solution will “save” the 
organization money, often without 
regard for the potential revenue 
generating effects or for “soft” 
costs.

• While cloud offers the potential 
for lower TCO, it also can increase 
business value.

• Overemphasizing hard cost savings 
could limit opportunities for 
improving the overall ROI delivered 
by your cloud strategy.

Business owners 
not involved

• Traditional IT organizations have 
become accustomed to proposing 
near-final solutions to business 
leaders for “sign-off.”

• Cloud customers care about 
outcomes that enable their business, 
not nice but unused features.

• They demand more influence on the 
design/ development of the services 
they consume.

• Disregarding business owners puts 
considerable risk on outcomes 
and the IT leaders who follow this 
approach.

Priority on 
Technology

• IT professionals develop complex 
feature by feature comparisons 
of various vendor solutions in the 
attempt to “select the best cloud 
solution.”

• The people and process issues that 
make up the heart of the service 
must be force-fit into a technology.

• Delivery meets few expectations

Billing/ Cost 
Models

• Average costs are modeled over 
a 3 to 5 year horizon, with limited 
comprehension of mid-cycle 
purchases, maintenance changes, 
etc.

• One of the most demanded 
characteristics of cloud by business 
consumers is “pay as you go” pricing.

• Effective and competitive pricing 
for Cloud Services will require 
more accurate & flexible costing 
methodologies.

Table 1- Observed Customer Challenges When Designing Cloud Services
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SERVICE DESIGN LED APPROACH TO CLOUD

The common thread found with the cloud challenges described above is that the traditional IT organization tends 
to be technology /product centric rather than outcome/ customer focused. Fortunately for cloud service designers 
within an IT organization, they have the benefit of a limited number of well-defined and readily available customers 
for which to offer services. Therefore before beginning any technology or vendor investigation, the IT organization 
should understand their customer (i.e. business or application consumers) by discovering, documenting, and 
prioritizing their business requirements.

The analogy has been made that IT organizations have traditionally operated like a custom home builder who 
completes costly custom homes before talking to the customer about their needs. The customer is unhappy with 
the house while the builder doesn’t understand the customer’s dissatisfaction. They built the best house they knew 
how to build. It just wasn’t what the customer wanted or needed.

No IT organization tasked with offering cloud services wants to be this custom home builder. To avoid this situation, 
they need to clearly define the business needs of their “customers” then develop the service and assemble 
technologies that support the service offerings.

Commvault Consulting Services has developed a five-stage, ITIL based process for cloud services design that 
aligns business requirements, customer needs, and technology. Following is a brief description of each stage.

ONE: SERVICE STRATEGY  

Understanding what the business really values is critical, however when developing a service strategy IT must 
align their principles with the business values. This alignment is the foundation for designing all subsequent 
services and provides guidance when roadblocks come up. For example if a business value is having services 
adapt quickly to business conditions, then low- cost, public cloud solutions may not be the right answer since there 
is limited or no ability to customize with this solutions.

TWO: SERVICE DESIGN 

Describes every aspect of the service from a business process and technology perspective including:

• Service Offerings- Describes the actual offerings in terms a business consumer can understand including both 
recurring and one-time options.

• Billing & cost model- Ultimately a “bill” or invoice needs to be generated for chargeback or showback purposes. 
This can be a significant undertaking for functional groups that have not previously operated in this manner. Key 
considerations include: the billing system, reports, billing frequency, and recipients.

• Reporting- Articulate the appropriate information for display by different roles in the environment such as an 
executive view versus a power user.

• Service Pipeline- Design for the future, however not all services (or options) can be delivered on service launch. 
Therefore there should be a roadmap displaying what’s next for the service.

THREE: SERVICE TRANSITION 

Checks and balances are a critical component of service design and deployment. As with any technical solution, 
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the cloud services platform must be integrated into the company’s 
change management structure, its release cycle/patch management, and 
a transition readiness assessment to ensure the service launch will be 
successful.

FOUR: SERVICE OPERATIONS 

New roles, tasks and potential organization changes will be needed to 
support new services. It’s important to outline all recurring, necessary 
tasks and map them to specific roles. This ensures that staff and 
management understand how tasks will be accomplished.

FIVE: CONTINUAL SERVICE IMPROVEMENT 

Business climate and technologies change regularly; so should your 
cloud services if agility is a priority. It’s also important to define Key 
Performance Indicators (KPIs) that align with your service strategy in 
order to measure real success. Then, develop a regular cadence with 
business owners to review KPI’s and adjust service offerings to align with 
business needs.

THE CLOUD SERVICES CATALOG

The output from the five stages discussed above should be captured 
in a Service Catalog that will be used by both IT and the business. It’s 
important to document design decisions and trade-offs because no 
single solution “has everything, all the time.” As the business consumer 
inevitably questions why services are deployed a certain way, the service 
catalog becomes a valuable reference for articulating value and capturing 
the feedback necessary for continual improvement.

WHICH CLOUD PUBLIC, PRIVATE, HYBRID?

Throughout this document, we’ve purposely avoided public, private, 
or hybrid distinctions because we believe these are supporting cast 
members for the services that are designed to be the lead actors of 
the business. Most customers will deploy a mix of cloud service types: 
private, public, and hybrid. We’ve detected a trend of companies rushing 
headlong into the public cloud, finding that it misses their expectations, 
and then returning to more traditional approaches of IT delivery.

Today, organizations are approaching IT service design, first based 
on a private cloud platform, then integrating new technologies as 
dictated by KPIs. For example, Backup as a Service (BaaS) is a common 
“starter” cloud service due to perceived low risk and straightforward 
implementation. It usually begins exclusively as an onsite services. For 

Private Cloud Services 
Design for Data 
Managementii

A successful private cloud 
implementation starts with 
the right design. 

commvau.lt/1KmOthx

http://www.commvault.com/resource-library/54466d51096e133eff0006ea/private-cloud-for-data-management.pdf
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more information on BaaS, review the on-line data sheet.ii

As the organization better understand their business and drives toward KPI improvement, they begin to integrate 
public cloud services such as low cost public cloud storage to reduces costs and improve service levels. With 
experience, it becomes less about the technology or cloud type and more about improving the service KPI that is 
part of their service strategy. Putting customers first and measuring success are fundamental aspects of 
following a service-led approach for cloud development aligned to business needs rather than the technology centric 
approach of traditional IT.

DEVELOPING THE RIGHT CLOUD DESIGN

Cloud design is where Commvault® software and Commvault Services excel. Our consulting and professional 
services organizations are experts at helping companies define cloud services needs, designing efficient and 
flexible data management capabilities, and working side-by-side with them to implement and manage a modern, 
cloud-based data management environment. Commvault consulting experts leverage their combined years 
of experience from thousands of similar client engagements to ensure exceptional customer experience and 
outcomes.

Our consultants serve as trusted advisors who partner with clients to understand their current environment, 
envision a pragmatic future state, and develop architectures and processes to realize their goals. We lead our 
customers on transformational journeys with proven, consultative methods and industry specialists in Modern Data 
Protection, Disaster Recovery, Archive and Compliance, and Operations Optimization. We help our clients to design, 
build, and operate the optimal modern data and information management environment for their business.

If you’re interested in how Commvault can help you design your company’s portfolio of Private Cloud Services for data 
management, visit commvault.com or email consultingservices@commvault.com to start a conversation and discover 
what the Commvault Consulting Services team can do for you.
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