
Adapting Data Protection 
Strategies to Cloud 
Infrastructure
 
Eighty percent of organizations have already adopted, or plan to adopt cloud service solutions. 
Yet often overlooked, is how to protect data moving to a public cloud.1

This document is designed for organizations who are actively researching data protection 
strategies as they move workloads, applications, and datasets into public cloud infrastructures.

 

1 InformationWeek University State of Cloud Survey, October 2014
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45% of organizations are 
currently using cloud 
services, up from 36% in 
2013, and another 22% 
are considering doing so.1 
 
INFORMATION WEEK 2013 
STATE OF CLOUD COMPUTING, OCT 2014

CLOUD IS THE NEW REALITY

Cloud computing is moving beyond the hype phase. The technology 
industry is preparing for a growing shift in consumption toward pay-as-
you-go services, as organizations seek to get out of actively managing 
their own IT departments, with their capital investments and operating 
headaches, to free up resources to focus on their business core 
competencies.

According to research from InformationWeek, 45% of organizations are 
currently using cloud services, up from 36% in 2013, and another 22% are 
considering doing so.2 This demonstrates the widespread belief that cloud 
services will be a key part of most organizations’ IT strategies in the not 
too distant future.

This steady march reflects the process that many organizations are 
undergoing, as they test, then ramp their approach. Many organizations 
have been “kicking the tires” on cloud services over the past few years – 
migrating one remote office, or one departmental workload, or one tier 
two or three application at a time. Now as many become ready to expand 
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Data: InformationWeek State of Cloud Computing Survey of business technology professionals at organizations with 50 or more employees

Base: 380 respondents in August 2014, 419 in February 2013, and 496 in December 2011        R8090914/1

What are your organization’s plans for cloud computing? 2013 20122014

45%

11%

22%

22%

Use of Cloud Computing Services

2 InformationWeek University State of Cloud Survey, October 2014



3

their usage based on successes and learnings from their initial pilots, we 
will see a tipping point in acceleration of IT spend shift.

Similar to the maturity curve seen with virtualization, cloud computing 
ramp will be driven by adoption into key workload types. Virtualization 
first gained a foothold in testing/ development environments, where it 
could be proven out by organizations without impact to core business 
operations. The technology then became more broadly applied to 
individual and departmental workloads, and as a cost effective means 
of delivering disaster recovery, where business needs increasingly 
sought the flexibility and speed enabled by virtual infrastructures. Now 
virtualization has matured into use in production environments, as many 
organizations instituted a virtual-first mentality when bringing on new 
projects to avoid further investing in legacy approaches.

During this period of evolving infrastructure, organizations adapted 
their data protection schemes in order to meet backup and recovery 
needs. The business requirements related to protection of data at each 
stage of this evolution did not change, even if the methods of protection 
did. Just as a business critical application running in physical or virtual 
environments on-premises would necessarily have a data protection 
scheme, the requirements should be no different when running in a cloud 
environment.

Enterprise Strategy Group finds that 66% of organizations will increase 
spending on cloud computing services in 2015, relative to 2014. 
Additionally, three-quarters of organizations utilize at least one cloud 
computing service.3 So it’s clear that companies are readily embracing the 
new economics of the cloud. 

Commvault finds, however, that many customers with data in the public 
cloud are not necessarily protecting that data. And that can be risky 
business. In fact, IDC estimates that 50% of organizations have inadequate 
disaster recovery plans and might not survive after a significant disaster. 
This is driving a growing need for cloud-based backup and recovery 
services which, also according to IDC research, are also growing. The 
compound annual growth rates (CAGRs) for the backup-as-a-service 
(BaaS) and recovery-as-a-service (RaaS) markets are 9.06% and 21.44%, 
respectively. Combined, these two markets will account for more than  
$1 billion by 2018.4

THE PARTICULAR CHALLENGES OF CLOUD 
DATA PROTECTION

Managing data across physical and virtual infrastructures poses many 
challenges to IT departments today. Data growth is driving continual 
increases in storage hardware footprint and costs. That hardware requires 
staff to manage upgrades, migrations, and day-to-day operations. Often 

24%10%

66%

Source: Enterprise Strategy Group, 2015

To what extent will your 
organizaton’s 2015 IT 
spending for Cloud 
Computing Services change, 
relative to 2014?

Spending Will Increase

Spending Will 
Decrease

Spending Will 
Stay Flat

3 Enterprise Strategy Group, "2015 IT Spending Intentions Survey," February 2015
4 IDC Technology Spotlight, "Leveraging the Public Cloud for Faster Disaster Recovery at 

Lower Cost, May 2015
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that effort required to maintain the storage infrastructure takes focus away 
from leveraging the value of the data itself. And that data can be difficult for 
end users to access when it is sitting in silos across multiple platforms and 
locations.

Moving data into a public cloud environment brings several benefits as 
well as some new challenges. Cloud services provide a pay-as-you-go 
consumption model, freeing up cash and staff time locked into under-
utilized infrastructure. Organizations become more agile, with the ability 
for IT resources to keep up with the constantly changing needs of the 
business. The data residing in cloud infrastructures becomes more 
easily leveraged to support business insights, legal, or compliance 
requirements. And the costs of storing data can be better aligned to the 
inherent value of that data – with cloud storage providing a cost-effective 
repository for long term retention of data that needs to be protected 
but is rarely accessed. However, some of the new challenges with data 
protection in public clouds include:

• UNDERSTAND THE BUSINESS RELEVANCE OF DATA IN THE CLOUD 
The addition of public cloud infrastructures into an enterprise’s IT 
environment can further add to the challenges of understanding what 
data is being stored, where, and its value and use to the organization. 
Data is now residing on multiple storage platforms across multiple data 
center locations, as well as on multiple cloud services outside those 
data centers. The need to profile the data as it is created, to ensure it 
resides on the appropriate tier for recovery time expectations, becomes 
even more important. 

• FULLY EVALUATE THE COSTS OF DOWNTIME OR DATA LOSS 
Attempt to quantify and gain stakeholder alignment on the business 
impacts of the particular application or data set that will be managed 
via a public cloud service potentially going down. This enables the 
right investments in service levels and disaster recovery planning and 
testing to be commensurate with the value to the business. It seems 
obvious, but without this you may be paying too much or too little for 
what you actually need to ensure the appropriate level of availability.

• DATA MIGRATION PRACTICALITIES 
Bandwidth constraints often pose additional challenges in migrating 
data into, and later recovering from, the appropriate public cloud 
services. Many organizations find that even when they are ready to start 
moving large data sets into the public cloud in order to free up capacity 
on expensive on-premises disk storage, the physical constraints of 
how long it will take to move the data can often make the endeavor 
impractical or cost prohibitive. 

• ADDRESSING SECURITY CONCERNS 
Public cloud providers have invested heavily in security features to 
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address this key barrier to adoption. Robust features are available to 
ensure an organization’s data is fire walled against intrusion protection, 
authenticated for user access controls, and ensured of secure upload 
and download processes. Additionally, encrypting the data itself 
provides another layer of security, and can be done so both at the 
source with in-stream encryption, and then extended to the data at-rest 
in the cloud storage target. 

• DATA RETRIEVAL OF WHAT YOU NEED, WHEN YOU NEED IT 
Many organizations are finding that migrating, storing, and protecting 
data residing in public cloud services has become easier with 
continually improving vendor tools. However, the ability to retrieve data 
is often more complicated. Ensuring the ability to search and retrieve 
the exact file needed, by end-users self-serving their needs quickly and 
without IT intervention, can often be overlooked. Without this, public 
cloud services become just another storage tier, and not necessarily 
more agile, flexible, or cost-effective in some cases. 

• PORTABILITY OF DATA 
As the market continues to innovate, organizations will want to take 
advantage of increased choices in public cloud infrastructure services. 
To avoid lock in, many organizations are using multiple providers across 
their environments. This certainly provides diversity in the features 
and pricing they have access to, but can also increase operational 
complexity to manage multiple vendor relationships. Ultimately, 
the ability to understand what data resides in which platforms, and 
to retrieve and migrate that data, are key factors in ensuring an 
organization’s data can continue to be leveraged and even moved 

across a range of cloud infrastructures.

DESIGNING YOUR CLOUD DATA PROTECTION 
APPROACH 
 
There are a number of key considerations to include in designing a 
strategy to ensure an organization’s data in public cloud infrastructure is 
protected and recoverable. Below are some to evaluate.

• ALIGN DATA STORAGE COSTS WITH DATA VALUE 
Just as with the virtualization maturation curve where tier two and 
three applications were the first to migrate, many organizations are on 
a similar journey to cloud. Organizations adopting cloud infrastructure 
as a tier to augment and offload expensive disk storage will want to 
prioritize which applications and data sets are moved to the cloud 
first. While public cloud can deliver great agility and performance, 
moving mission critical applications requires the underlying services 
to provide the features and service level guarantees required for that 
highly valuable data. Conversely, public cloud can also provide cost- 

Cloud Integration with Amazon 
Web Servicesi

Learn how Commvault 
seamlessly integrates with 
Amazon S3 and Glacier storage 
services to minimize long term 
capacity growth and TCO.

http://www.commvault.com/resource-library/5445a284990ebbbd71001882/commvault-amazon-web-services-solution-brief.pdf
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effective archival storage for data that requires longer term retention 
for 90 days, or 7 years, or even 100+ years, but is expected to be rarely 
accessed. In these cases, the tradeoffs associated with a lower-cost, 
less feature rich service is appropriate for that data being stored. 

• AVAILABILITY IS NOT EQUIVALENT TO PROTECTION 
Public cloud service providers will replicate client data across multiple 
zones, as a standard or upsell service, in order to ensure data access 
when a zone becomes unavailable. While replication is extremely 
valuable to ensure availability, it does not guarantee protection of the 
data. For example, if data were to become corrupted or compromised in 
one location due to a user human error, then that may be duplicated into 
the other locations. In that scenario, the only way to recover that data 
would have been to run a protection copy. 

• CLOUD IS NOT JUST MORE CHEAP STORAGE 
With some public cloud services being so easy for any user with a 
credit card to turn on, it runs the risk of just becoming another bulk 
offload repository. Using cloud services in this manner exacerbates the 
problem that many organizations face in ensuring a holistic approach to 
data management across the enterprise. Ensuring that data is profiled 
and indexed, before it is moved into the cloud, allows data to be easily 
retrieved when it is needed – without sifting through mounds of data in 
order to get to the particular file needed. Furthermore, an organization 
may find itself paying each month, perhaps into perpetuity, to store data 
that is actually no longer needed. Over time this can become even more 
costly than owning the infrastructure. Thus, actively managing the data 
that goes into the cloud is key to ensuring this becomes an effective tool 
to realize the ROI improvements that are driving most organizations to 
the cloud in the first place. 

• RECOVERY COSTS ARE WHAT MATTER 
With costs continuing to decline, now down to $0.01 per gigabyte 
per month from some providers, cloud storage looks increasingly 
attractive to organizations looking to reduce their storage expenditures. 
However, it’s the recovery costs that could potentially drive significant, 
unexpected costs without the right holistic data management in place 
upfront. Without defined retention policies, data being sent into the 
cloud will continue to grow exponentially, just as with on-premises 
storage. People and process must define those policies, and then 
technology in the form of data management software tools can ensure 
execution of those policies to automate the profiling, tiering, protection, 
and sometimes ultimate deletion of data based on pre-set rules. This 
process then ensures much more rapid, granular, and time- and cost-
effective recovery of data, only what is needed, when it is needed.

• MANAGEMENT TOOLS ARE CRITICAL 
Integration of cloud platforms into an organization’s existing data 
protection tools help deliver on the intended ‘cloud experience’. 
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Ensuring tight control and visibility into data protection operations, 
reporting and charging back to the business, the ability to recover data 
rapidly, and supporting self-service access − all help enable the speed, 
agility, and accessibility required by users from a cloud service. 

• SNAPSHOTS VERSUS TRADITIONAL BACKUP  
Snapshot technologies are modernizing data protection, by ensuring 
application recoverability without impacting uptime and performance. 
This also holds true for workloads running in the public cloud, with 
some considerations. Most public cloud providers support snapshots, 
replicas, and simple snapshot management of applications running in 
their cloud compute services. However, these often lack true lifecycle 
management and content management features, making it challenging 
for organizations to sift through and find the data they need, when 
they need it. Also, just as with leveraging hardware array based 
snapshot capabilities, this can often pose challenges to organizations 
using multiple brands of storage, as well as cloud services. A holistic 
snapshot management framework provides an enterprise wide view of 
data as well as a consistent tool set for IT staff to manage. 

• A SINGLE PLATFORM APPROACH 
The integration of cloud infrastructures could add to the challenges of 
managing across heterogeneous IT environments if treated as another 
silo. The need for a single platform that provides a holistic view across 
stacks of on- and off-premises infrastructure – regardless of the 
infrastructure chosen − means that an organization can be freed from 
needing to know where the data resides, just that it is protected and 
accessible from just a few clicks away. While the underlying stacks 
can certainly be quite diverse, a single management platform enables 
the data itself to be handled consistently – to be easily accessed and 
leveraged across the enterprise. Only then can organizations begin to 
leverage technology as a value, rather than cost, to the business.

GETTING STARTED ON YOUR JOURNEY

In summary, the shift towards consumption of IT-as-a-service is widely 
seen as a matter of “how fast” and not “if” it will ramp. Commvault can 
help clients leverage this exciting trend successfully, by ensuring that 
the workloads,applications, and data sets being moved into public cloud 
services are efficiently protected, managed, and accessible. An approach 
that includes data protection considerations at every stage of a public 
cloud initiative − defining organizational needs, evaluating provider 
choices, defining a test and rollout plan, and then scaling out − is critical to 
success, and Commvault is here to help every step of the way.

Top 5 Cloud Data Protection 
Challenges. Solved.ii 

As you develop your road map 
to cloud adoption, consider how 
these five challenges might 
impact your strategy.

http://www.commvault.com/resource-library/555b8cbd52e434322e0001b7/top-5-cloud-data-protection-challenges-solved.pdf


To learn more about the full benefits of Commault software and its revolutionary approach to cloud data protection, 
please visit commvault.com/cloud.
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