
5 Fundamentals of Virtual 
Server Data Protection
DATA PROTECTION AND THE DRIVE TO VIRTUALIZATION

Growing your business means growing your data. It means bringing more VMs, apps, and 
workloads into your environment. It means an explosion of data types, apps, and workloads 
that has taken what was once a controlled environment and made it decidedly uncontrolled. 
And while virtualization – the creation of virtual servers, storage, operating systems, 
applications, or other network resources – can provide a mechanism for bringing control 
back to your environment, it comes with its own unique challenges.
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Many businesses have already begun to pursue the benefits of 
server virtualization – reduced hardware cost, improved response 
times, limitless scalability. But they’re often surprised to learn that 
the consolidation of physical servers and networking can result in 
massively-converged IT infrastructures, which can overwhelm already-
overburdened IT resources. What’s more, traditional backup methods 
aren’t always able to adequately back up these virtual servers. For some, 
the initial response might be to use a point-level product to address the 
protection needs of virtual servers. Unfortunately, point products simply 
aren’t up to the task, especially when it comes to addressing the combined 
needs of virtual, physical, and cloud storage. And even if they meet some 
of those needs, they often require additional administrative effort, and 
increase the load on your production systems. Not good. So, exactly how 
are you supposed to efficiently enable enterprise-wide recovery, and 
optimize both availability and business continuity?

MANAGING RESOURCE DEPLOYMENT

The benefits of server virtualization are compelling, and can include cost 
savings from server consolidation, enhanced IT productivity, increased 
business agility and flexibility, and improvements in availability and 
business continuity. However, in order to get there, there are 5 challenges 
you’ll need to overcome:

ONE: SHRINKING BACKUP WINDOWS 

As server resources continue to consolidate and virtual environments 
become more concentrated, the amount of data you’re storing on virtual 
machines is increasing exponentially. Using traditional streaming, a 
successful backup of multi-terabyte datastores can easily exceed a 24-
hour window, well in excess of what you need in a modern data center.

As the speed of your business accelerates, and with ever-shrinking 
backup windows, there’s neither enough time nor bandwidth to efficiently 
move all of your VM data. And even if you’ve got infrastructure in place 
that’s actually capable of reading and copying all of your data, it places a 
tremendous burden on your datastores.

TWO: UNPROTECTED VIRTUAL MACHINE DATA

As your data grows, the deployment of new Virtual Machines – locally, in 
the cloud, or in hybrid environments – can lead to VM sprawl. Just keeping 
track of new VMs across their lifecycle is tedious and time-consuming 
for your admins, and it becomes difficult to ensure that correct data 
protection and retention policies are being applied to them. There’s also 

As organizations look 
to build-out large 
private and hybrid cloud 
environments, their data 
protection and data 
management strategy 
must be ready for 
that level of scale and 
efficiency.

Preserving Agility with Data 
Recovery in the Cloud

A cloud-based data 
management solution 
enables IT organizations 
to protect data without 
sacrificing agility.

commvau.lt/2stgUwO
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a major risk that critical data created across VMs and hypervisors might well be left unprotected 
and never even backed-up!

Administrators today spend a significant part of their day manually tracking-down new VMs and 
applying data protection policies. In the modern data center – with hundreds or even thousands 
of machines – this approach to ensuring VM protection policies is simply unworkable. You need 
a solution that can automatically discover and protect VMs, applying standardized policies 
throughout their lifecycles, thereby reducing your risk of data loss and freeing your IT staff to work 
on other, higher-value projects.

THREE: APPLICATION INTEGRATION

As more and more mission critical applications are virtualized – like SQL, Exchange, and Oracle – 
you need to provide the same level of protection and recovery capabilities for these apps as you 
would in a purely physical server setting. What’s more, you need to do so while staying within the 
constraints imposed by a highly-consolidated, virtualized environment. The modern data center 
requires data protection solutions that deliver a sufficient level of app and platform awareness, in 
order to provide you with the backup and restore capabilities that will ensure maximum uptime.

FOUR: GRANULAR RECOVERY AND LEVERAGE

With high data growth and change rate, relying on last night’s backup for recovery is no longer 
sufficient. As organizations deploy more critical applications within a virtual server context, they’re 
demanding Recovery Point Objectives (RPOs) of hours, not days. You need to be able to recover to 
a few hours ago, not to last night’s backup, in order to minimize data loss and business disruption. 
And if you’re like most businesses, you need immediate access to your data, without having to wait 
for a full recovery to complete. And, you need your users to remain productive and self-sufficient, 
requiring minimal assistance from your IT staff.

The traditional approach requires remounting an entire virtual machine datastore, then searching 
through the contents, just to find a single item. This is tedious, at best, and can be fraught with 
potential for error. A better solution is one that provides you with an integrated, single index for 
granular recovery, all the way down to the file or object level, along with the ability to quickly 
leverage data across the enterprise for your reporting, search, and discovery needs.

FIVE: EXTENDING TO THE CLOUD

Organizations are moving workloads, VMs, and even applications to the cloud. This presents new 
challenges, as admins seek to extend their existing data protection and recovery solutions across a 
varied mix of hypervisors, clouds, and physical environments. Determining how to automate these 
operations and control resource consumption, along with the ongoing management of critical data, 
is, at best, a difficult task.

You need a solution that scales to meet your future needs and enables you to quickly protect virtual 
data, regardless of where it resides. You need the ability to backup and recover to, from, within, 
and between clouds. You need to enable the streamlined migration of virtual workloads to the 
cloud, along with the ability to utilize the cloud for archive and dev/test operations. And you need 
the ability to automatically apply standardized data protection policies across VMs in physical, 
cloud, and hybrid environments.



VIRTUAL SERVER DATA PROTECTION SOLVED 
WITH COMMVAULT® SOFTWARE

Commvault® software was developed to address the data protection and 
information management challenges of legacy data center environments, 
and to provide you with an accelerated means to shift into virtualized and 
cloud-enabled data centers. With Commvault software, you can:

• Deploy a single, scalable protection platform across all of your data, a 
platform that provides simplified search, reporting, and discovery

• Automatically discover, protect, and leverage your VM data, regardless 
of where it resides:  across mixed hypervisors, physical, and cloud 
environments

• Increase your productivity, with VM recovery times that are up to 73% 
faster1

• Centrally manage your VMs throughout their lifecycle, helping to reduce 
cost and eliminate sprawl

• Seamlessly extend your virtual environment to the cloud, with up to a 
54% reduction in time spent in provisioning and administration for cloud 
data management1

• Enable self-service granular recovery and VM provisioning options, 
freeing your IT staff for other higher-value tasks

To learn more about the full benefits of Commvault software and virtual server data protection please visit 
commvault.com/virtualization.
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