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PROTECTING YOUR INBOX:
9 easy ways to secure your email
from the most common attacks

Courtesy of Intermedia, the world’s largest 
independent provider of Hosted Exchange.
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users will click on a link within a 
phishing email.
– 2014 Verizon investigation report

“While people still look for 
identifiers such as sender’s name 
or address, subject line or content 
of the email, people tend to comply 
when a request comes from a figure 
of authority.”
– Hacking the Human Operating System: The role of social  
   engineering within cybersecurity

of people couldn’t tell the 
difference between a real email 
and a phishing email 100% of  
the time. 
—McAfee: Phishing Deceives the Masses: 
    Lessons Learned from a Global Assessment

in the global phishing study trusted 
an email that used a “spoofed” 
sender email address that appeared 
to be sent by UPS.
—McAfee: Phishing Deceives the Masses: Lessons Learned from  
    a Global Assessment

DON’T BECOME A STATISTIC!
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Just this January, nearly 400 million Outlook.com users were sent an 
email like the one above.

If you had clicked to update your account, you would have been taken to 
a pretty convincing Outlook.com website and asked to enter your login 
credentials.

This is “phishing”, which presents a seemingly legitimate email that tries to 
get you to visit a malicious website or open a malware-laden attachment. 
The purpose is to capture your sensitive information: private documents, 
passwords, social security number, email contacts, credit card numbers, etc.

Example of the Outlook.com phishing email. 
Image source: http://theworkingmouse.com/beware-of-outlook-phishing-scam/
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Phishing emails can be mass-mailers like the previous example, or 
they can be more personal. They can be highly targeted to you, which 
makes them even harder to spot. Take this email that was received by the 
employees in charge of email operations at Epsilon. It purported to be 
from a long lost friend. It seemed innocent – a friendly email announcing 
a recent wedding and including a link to view some photos.

Reports don’t say how many Epsilon employees received the email or how 
many clicked on the link, but at least one person did. And it only takes 
one to infect an entire organization. The link in the email contained three 
pieces of malware that infected the user’s computer, exposing the email 
marketing lists of many of their clients.

What happened to the staff at Epsilon was more targeted than regular 
phishing emails. The phishers chose specific people because of their  
role within the company. The emails those employees received  
mentioned their employer and played on the likelihood that people enjoy 
looking at photos.  

Epsilon breach used four-month-old attack, iTnews.com.au 
http://www.itnews.com.au/News/253712,epsilon-breach-%20%20%20%20%20used-four-month-old-attack.aspx
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HOW TO PROTECT YOURSELF

You can’t rely on technology to fully protect you  
against these kinds of threats. You have an important  

role in email security.

Here are 9 easy ways to protect yourself and your 
company from common email threats. You can print out 

this handy sheet as a reminder. And if you have any  
questions, contact your IT admin.
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